How to configure User and access via AWS Dev Portal

- Read the credentials received via email from dev portal
Developer Portal - Invitation

no-reply @verificationemail.com
To: georom02@yahoo.com

Developer Portal

You have been invited to access the developer portal at hitps://devportal coface com.

Username: georom02(@yahoo.com
Temporary password: HBznUS

- Connect to https://devportal.coface.com.

- Introduce the credentials received in the email

- Onfirst logging, you are asked to change the password.

- After changing the password, you are logged in into AWS gateway for Coface APlIs:

C Y @ devportaleofacecom
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Get Startad with Coface Apis OurAPis

EXPLORE AND BUILD

Read the Getting Started guide to learn how to interact with Coface ecosystem to get an application

- Go to My Dashboard for the APl key needed for Authorization:

API Key

Usage for ICON Data API Usage for ICON Data APl Sandbox and 1 more...

Requesis limited to 200 per second, and 250 in a burst. Requests limiled to 200 per second, and 250 in a burst


https://devportal.coface.com/

- Go to Coface APIs, API Coface — Authentication ( on left side list) and Subscribe on it

« C (O @ devportalcoface.com/ap 04 @

API Coface - Authentication

‘ J Endpoint hitps thentication-v
Description  Domain Aut
Usage Plan  Login-Rate
Unsubscribe
Schemes
Authentication rewm Tokens v
Jtoken Authenticatior &
default ~

[ I

Testing authentication via swagger

You need to get the Token (the second key for authentication)

Click on POST /token, click on Try it out option, and introduce the password and username (the ones
used for logging into Dev portal url) and press Execute:
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Parsmeter content type

application/json ~




Response should be:

Code Details
Response body

"idToken™:
“ ey Ir2WQL0L THMZVENF hMzF ClnhL Y 2RET1wVSF dGlint phBpv RWSWMIAUMH EAOF NakLlydzB1 | C1hbGed 04 TSUZTINS 9 . £y ) 2dWT4 04 12Nz h10DASNE BIMTBAL TQxMaTtY{Y3YSOEZDQ2MIFhYWF L 26141 €1 b2duaXRvOndy b Vwey Ty 1 Jb2ZHY2ULY
MBpT3e tVIORYN1REVIIE0YAGF SV 1221 286Uy ZHRHERO1 € 14LE T1bHF pbFO27X1p2n] 17C 16411 7Su4 Y 20n bl b 2 puemVn)Cly 2 f co0 s 7S T6TmFyh ] phal3NG SWF £0oIMT ANT TxMZQINTQS cnds ZVhe V20mYWN L L NFwsbid LM ZnF §ZUR14 18y
EnRhBE1D2 duEXR VUV nENNEZITLZF JvbiU HLTHYMUMME] KOF FY Tiui aXNET ] 04 SHRBEHMEXCOe | 20V 25paiE t sl mV1L Kl 1e3QENSShbWF 6b25hd3MuV 0101451 IHNGLTF FN2IKTRNEDFME T it Y20nbal Bbzp1 e VybaF t 7S T6Imd 163 TvETA
YOH1hAEOVLENVES TS TINVZ2SPdGE RIS TN 018 1 VICIU0RF 3¢ 2P pYRBED ] ¥XMDE1M] EENDY INDpy b1 XCT§h2 ZHY 2Ut YXBpZ 3t Y 200N L ROV2UGDYAGF SLUNYZ 25 poGOSTWARe 3R Le ik UINSS TS 1RM1 g% T ABSUGSUVE XSud YXVKT § oi Nz haa TNZdW
2Ny C298bmt 2dn TWNHYAN JM1LC11 duVudFOpZCTAT | g2Y TEZZTZ kL TTSYmQtNDICrYS 1iNDC 1L THAMYWY JRAY ZZhYS Ts InRvaZVuMSY2Z ST6 In] KT fwf YXVBaFo8Ek11T jouN ] c2NDkyMz T11 €11 eHAL0 ] EZNZYBOTUSA]US Tl hdCIBMTY3NQSHIMyN
SuctZW1 habied O TnZWy b 2OuMKBSYWhvhyS §b284 £ E40BABCL Z8ARFHEZpeCOWASE] YU AD b hakMSewEms(FiwS IQBHV S tmuRTySEACouNNAHKZOREN4B68] 1 c 7qD14EvUZIH: TnOhSAZup31 1L pknchl BFhzCSKr 7R3NV oPEE0Twhhf 2 3VNSXUL
2102 imQDvvFagdH_TT42E0L GATKAF ch1XQH_dViujYTgiWNynBeUL SBA1b-soakig]ETosnQqpHPaKIPQMnvaNGS1aqCEUPRCADBF pAY ZZEPT -
Slioksl Guenawrz INke 31 4eRe kD11 6dd2Vin jh1 onom] pNGRVORWRFZE_zAdl ZgrBfSBAFSYUVETSY" ,

“aeeassToken":
“ ey IraRQi0f TBNZNZeU] AV] ZENEF TNZNE 481 ¥BUA1 Tko3K2 tCR2x L3Nk YETBXyVE S FPST S [NF 7y T6T 1 TTHUZING . £y) 7dWT404 2Nz h 100ASNISZMTEAL TQRMaT tY Y 3VSAr7Iq2ME hYWFi 76T 11 C11b2dusXRvOndyhIvkey T6y 1§ b2 ZRY20YX
BpZ3cY29mYWN1 RGVAMEIYAEF L V11721 20 6WyZWRHCRG o0 JdLCIpCIME0] TodHRwe 2pcl 1uvY29nbml Bby1pZHALZXI 2V 2dCRXL nF tYXpvbaF 3cyS1b21.cL V11 Xd1c3QEMVEZZkpOYBQALIZMA L C b1 1bnR TaWQi 01 T 30GZpMIN1 aDY1DI zh3Rua
372¢ A8 g2My 5 TuVIZHSEN21 KT o1 00ZHMTNINGYEM ] di ZEBBOTNL NTBN UMz gy 2 JBANGF JNmFhTdwiAG9r ZWS fdIN 1T 04 Vb XNzZ T il € 2ve BU01 Thd3MY29nbarl by SzakiduskaudiON] ¢ ShZ61phi Ts TnF1d6h fd61 tZSTEMTYINSQSH My
NSuA ZXT N e 2NDKLOTTL CIpY QA0 EINZVBOTT ZH s InpBaSTET | AKOTVS Y1 1L WMt NGZ {NCBANINS L TT2HT e20DMAVIWF INC TS TVZZXIuVWI1 T 04 22VVenO tMDI AcHF ob28u Y29+ Tnd . Dg7 oL Bq1VTvani PZ JOWCPQKNHOML T 7xiWa TSDLS
BaSeds-_T7GAVBAZITOnyyEGmIUG ] IqoCR MO PyOrVPENKs T3 pNEF apV gL aSTynQByWeYNF_VhahT{PDSWZFLM2 3 TVEASE - Sdghuhnl dBaC FATUTH]Z -
JTASMONKEAHE] JatFEKSRN_-BICYTAROE WCOUKYEMADDF 107§ F 3PNBVF Xmollz woQSHEK TVEVOUME ] TexQhAGRG 68 hRnMIFOFdulxIAVavEL e FSxEnTB -vCQhSVIKE]_2Rs amBFzekT1DvH1AZanmET pAGesq_CeBiOpNHTFIeqTORME" ,

“refreshToken™: “eyTjdHicd 06 JEVIQLLCTLbai 04 TAMFU2RENNT fuf YRNTH 64U 1NBLUSBRVAL Q. Huy_xiuNheB IdNf2(ohT131KP-

heoSTRETBIPPQyssPZnqNGs1HHaS ITvhOCANSCPNERZXS_INGLEofqegORrax03FzK_ThVaI17kZxntTs_6hR_R-ORpSKkatSEcalkt_H17ih3TUS3eVzdyWfglLh7hpLuN-6Vg1PTSTWIUkoNRFutpte3ut]a_t18- Download

Response headers

content-length: 4244

content-type: application/json

In this moment, the user is authenticated.
Now you should subscribe to ICON report APl Sandbox:

ICON Report API Sandbox
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Click on Authorize and introduce the value of the token received:

Available authorizations x

AuthorizerCognitoApionsandboxReportapisandbox (apiKey)

Name: authorizatio
In: header

Value:

Authorize | [ Close

api_key (apiKey)

J—

Valug: *4ssx

| Logout Close




Once the token is introduced and validated, the window can be closed:

Available authorizations X

AuthorizerCognitoApionsandboxReportapisandbox (apiKey)
suthortzed

Name; autherization
In: neader

[T ——

[ Logout ] Close

api_key (apiKey)

sutnerizss

Logout ] Close ]

Once subscribed, you can start testing the Report APl under Sandbox environment via swagger:
One simple test/ call can be made to /countries endpoint: click on it, click on Try it out and then
click Execute:

= o |

Countries Lists of coversd countries and associated identifiers. ~

‘m /countries a |
‘m Jcountry/{country iso_code}/identifiers 8 |
Misc Miscellancous methods “

‘ﬂ /codedvalues ] |
‘m /fcodedvalues/{code_name} ] |
= = .
Notifications povmload notifications of monitored companies ~

[ —— é

Answer should look like:
Code Details

200 Response body

“iso_code": “AL",

“name”: “Albania“,

“offline_orders”: true,
“online_arders": true

“iso_code™: “DZ",
“name”: “Algeria“,
“offline_orders”: true,
“online_orders": trus

“ise code™: “AD",
"name™: “Angala”,
“offline_orders”: true,
“online_orders": true

Response headers

content-langth: 1088
eontent-type: application/jsen

You are ready to explore the rest of the swagger and rest of the endpoints of Report API. Enjoy it! ©




