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USER CONFIGURATION INSTRUCTIONS

1. VERIFICATION EMAIL

Look out for an email from no-reply@verificationemail.com. It will guide you through
connecting to the API Portal.

[external] Developer Portal - Invitation

&
no-reply@verificationemail.com @«
A ©@FENDRI Ali

(@ En cas de probléme i a I'affichage de ce message, dliquez i pour Iafficher dans un navigateur web

This message was sent from outside of Coface by 0102018bce53adea-adcdd3a7-bf8d-4c7d-840c-f6909059d2e9-000000@eu-west-1.amazonses.com.

This Message Is From an External Sender
This message was sent from outside of Coface. Please do not click links or open attachments unless you recognise the source of this email and know the content is s

Developer Portal

You have been invited to access the developer portal at https://developers.coface.com.

Username: Ali_SalesEngineer
Temporary password: itq3z4

2. ACCESS THE API PORTAL

Visit https://developers.coface.com/.

3. CREDENTIALS
Use the credentials provided in the email to log in.
4, PASSWORD CHANGE

Upon your first login, you'll be prompted to change your password.

Change Password

Please enter your new password below.

New Password

Enter New Password Again
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5. AWS GATEWAY LOGIN

Once the password is updated, you'll be logged into the AWS gateway for Coface
APls.

Your initial landing point is the user dashboard homepage.
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REQUEST A DEBTOR RISK ASSESSMENT

Explore your user dashboard where you can:

. Retrieve your API Key.
o Access the list of APIs available to you.
o Explore API products generally available on APls.

Important Note: Currently, within your APl Keys, you will find a single section labeled
"Production." It is important to note that for the iCON API, the same API Key from
Production can also be utilized in Sandbox, even if not explicitly specified here.
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Ensure to use the same API Key for both Production and Sandbox environments for
the iICON API. You're pre-subscribed to essential APIs; no need to subscribe again.
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USING THE APIs

To start using the APIs, you would need to authenticate and obtain a jwt token. Then,
with that token, iCON API can be used.

To see details and documentation for authentication APl and iCON API, go to DOCS
section.
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Getting started

Welcome to the Coface API

1. RETRIEVE THE JWT TOKEN
Refer to the 3rd section titled "Authentication" in the DOCS page for detailed
instructions on how to retrieve the token.
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API Coface - Authentication (1.1.0)

e Download OpenAP specification

Domain Authentication
Token request

Introduction

Coface AP uses both AP key and jut token to authenticate requests.
Your API key can be found in your private account. Your jut token can be generated thanks to the credentials that have been provided to you for accessing your
Authentication > private account.
Your API key contains your privileges s0 be sure to keep it secret | Do not share it publicly in such areas as GitHub, client-side code, and so forth
All AP requests must be made over HTTPS. Calls made over plain HTTP wil fail. AP! requests without authentication wil also fai

Token request

1. Get the apikey provided in your private account
2. Send a request to the POST /token endpoint with

« Header: 'x-apikey’: S{your AP key}
« Body: { login" ${your login}, ‘password" S{your password], ‘grantType’: ‘password'}

3. Extract both the ‘idToken" and the 'refreshToken' from the provided response body.

« ‘idToken' is to be used for endpoints’ calls
« refreshToken’ will be needed for getting a new token and avoid expiration
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Explore the technical documentation for the iCON API in the 4th section named

"ICON Data API" in the DOCS page.
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ICON Data API (11.8)

Download OpendP1 specification: | Download

Functional documentation

Introduction

Assessment

Evaluations made by Coface
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